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ACE & Modernization:

Overview of Key Features

For the Trade
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The U.S. Customs and Border Protection (CBP) Modernization effort began in 2001, with the Automated Commercial Environment (ACE) and the International Trade Data System (ITDS) programs focusing on cargo import and export operations.  The ACE and ITDS formed one system providing a “single screen” for the international business community to interact with CBP and all government agencies on import/export requirements.  In the future, Modernization will include passenger processing, investigative and intelligence support, human resources, and financial management programs.  CBP new technology foundation, referred to as the Enterprise Architecture, is established to support all field activities and align information technology with the strategic objectives of CBP and all agencies.  

The CBP Modernization Program will redesign the automated systems that support CBP operations for all goods and people crossing U.S. borders.  CBP recognizes that the business community requires the ability to transmit and receive electronic information in coordination with all the necessary government agencies in order to process imports, exports, and passenger movement, and comply with all the laws and regulations governing goods and people crossing our borders.   Accordingly, the new systems will support both government agencies with border-related missions, and any business communities whose focus it is to move goods and people across our borders.    
[image: image3.wmf]The ACE will lay the technology foundation for all Modernization programs and deliver enhanced support of the cargo processing and enforcement operations from beginning to end.  All related functions for CBP, the trade community, and government agencies will be supported from a single common user interface, a single screen for officers to perform their work.  Additionally, CBP will continue to support the traditional system-to-system interfaces.  The ACE will process both imports and exports and will be linked seamlessly to enforcement, revenue management, and mission support systems to enable integrated field operations and nationwide collaborative teaming among officers within CBP, across agency lines, and between government and the business community.  Delivery of ACE functions is tentatively scheduled to begin in the Spring of 2004 and continues in phases extending through 2006.

The major business functions of ACE are:

· CBP User-Friendly Portal 

· Account Management

· Cargo Processing and Electronic Release (e-Release)

· Border Security and Enforcement

The following pages describe how these four functions will affect import/export operations.  Scenarios that illustrate how ACE will be used by various types of CBP officers, participating government agencies, and the international business communities are also provided.  Finally, a description is provided of the ACE delivery strategy and schedule, which addresses when ACE functions will be available.
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The ACE Secure Data Portal


This ACE Secure Data Portal will be similar to commonly used internet sites like AOL and Yahoo that offer a broad array of services and features such as search engines and on-line tools.  The ACE Secure Data Portal will provide a universal dashboard for data, tools, and information – a worktool that can be customized by each particular user.  Although the Portal will be a powerful tool to access information and conduct business, ACE will also continue to provide the traditional system-to-system interfaces with the business community.
The Portal will allow users “point and click” access to applications and information sources, and permit collaboration like never before within CBP and between CBP, the trade, and government agencies.  Users will log in to a customized screen that will be his or her starting point for ACE and the applications and systems that he or she regularly uses (current and new systems).  

Strict security will be in place to ensure that users are only authorized to access data deemed appropriate for their role.  The user-friendly design of the ACE Secure Data Portal will simplify access, analysis, and movement of all cargo and passenger information.  While today, a CBP officer may have to retrieve and analyze information in different systems, including Automated Commercial System (ACS), Automated Export System (AES), Treasury Enforcement Communications System (TECS), and targeting, the Portal will allow access to all of these integrated systems with a single sign on. 

The information that CBP officers will be able to view on their screens will depend on the role and work location specific to each user.  Similarly, the business community and government agency officials will only have access to the information they are authorized to view.  Security and access controls will be a prerequisite.  This will provide the user with automatic access to specific information needed to perform his/her duties without having to search for it on different systems.  
Through a single, user-friendly computer screen, users with the requisite authorization may have access to the following information: 

· all transaction data for importers, exporters, carriers, shippers, etc.
· enforcement and targeting systems, including TECS
· analytical and data mining tools to search the ACE data warehouse
· Office of Regulations & Rulings (OR&R) rulings and information
· multi-agency information databases
· information sources on the CBP network and the Internet.
For the first time ever, CBP officers will be able to collaborate with each other on-line nationwide while reviewing the same or related information on their screens.  Officers from different regulatory or law enforcement agencies will be able to exchange data easily.  CBP and its counterparts in the business community will work together through the ACE Secure Data Portal to resolve issues or discrepancies quickly and without the exchange of phone calls or paper.  Productivity should increase as the need to produce, send, and handle paper documents like CBP Form (CF) 28’s, redelivery notices, etc., is eliminated.


Account Management

The ACE will enable CBP, government agencies, and the business community to adopt modern, commercial business practices for managing import and export transactions and revenue.  Account Management will move operations from a port-by-port, shipment-by-shipment, entry-by-entry process to a consolidated operational approach that tracks import and export activity in a single comprehensive, account-based picture.  In time, ACE will provide a complete nationwide view of all reported activity for an importer, exporter, or broker.  As a result, CBP and its global trading partners will have a more comprehensive and integrated picture of events, allowing all related processes to be more effective and efficient than ever before.  

A national approach to managing import and export transactions will achieve greater productivity and cost savings in processing and revenue collection.  Account Management will directly support CBP and participating agencies in trade compliance and enforcement programs, while also assisting the business community with its informed compliance programs.  By monitoring frequent account activity, CBP will be able to analyze shipment activity and distinguish high-risk shipments.  

One example of the type of account information available on the ACE Secure Data Portal is the “significant activity log” (SAL).  It will allow users to view and track interactions (including compliance and action history) related to an account in a single, national transaction record.  It will make collaboration between the import specialists, account managers, importer, exporter, carrier, broker or other entity, easier and more productive than sending notices, faxing, or even making phone calls.  The capability to process images of documents or trade records will minimize paper documentation and expedite resolution of errors and discrepancies, further improving productivity.  Later releases will provide automatic alerts and notifications directly related to account activity.


Through account management, ACE will process periodic payment of duties instead of the current transaction-by-transaction payments, resulting in significant savings for both CBP and the trade community.  The ACE will provide the ability for CBP to create and update its Subsidiary Ledger, including duties, taxes, fees, and electronic bond administration processing.  The ultimate ACE revenue process will be similar to a commercial credit card payment process, with debits, credits, and a net assessment on a periodic basis.  All types of entry finalization will be automated, including liquidation, reconciliation, and protest.  After the necessary legislative changes are made, ACE will enable CBP to liquidate entries on a line item basis instead of entry-by-entry.  This will permit the annual consolidation of specific unresolved issues, while permitting the timely processing of most entry issues.  This approach will eventually also be used for antidumping, countervailing duty, and drawback processing. 


Cargo Processing

Using ACE, CBP Inspectors and other relevant government officers will make faster, better, and earlier decisions for processing imports.  This does not mean pre-clearance, but advance information on shipments, pre-arrival risk assessment, intelligence analysis, and staged enforcement.  

Instead of having as many as seven different unrelated “stove-piped” cargo release systems, Inspectors will have one consolidated release system in the primary inspection booth that provides instant access to all necessary data.  The ACE will power an expedited release process for carriers and shippers that have prefiled, been pre-approved, and been subject to enforcement prescreening and targeting.  An integrated risk management and targeting system–integrated across CBP and ITDS agencies—will implement all types of enforcement and selectivity screening for commercial shipments.  The CBP laboratories will also be linked so that lab personnel may report and retrieve lab findings, allowing other personnel to review them immediately.  These functions will provide comprehensive information support for managing the consistency and effectiveness of port operations. 


Through ACE, importers will be encouraged to file electronically well in advance of a shipment’s arrival at the border.   
CBP and all participating government agencies will then process and analyze this information, and determine whether to accept the entry and speed it on its way, or to examine it, refuse it, or seize it.  The business community should expect faster, more predictable processing of their conveyances and merchandise, and significant reductions in the amount of data required for CBP release, subsequent processing, and multi-agency processing.
Early releases of ACE functionality will allow the Federal Motor Carrier Safety Administration and the Immigration and Naturalization Service to validate conveyance, driver, and crew.   In subsequent releases of ACE functionality, the ITDS "screen" of ACE will be expanded from border admissibility agencies to enforcement, regulatory, licensing, and statistical agencies.  The ACE will provide the authorized user with the ability to maintain, track, and access all types of reference information for clearance decisions.  These include licenses, permits, and certificates for all types of accounts; results of all inspector examinations; a tracking system for compliance violations and courses of action for commercial and enforcement interventions; foreign visas and quotas; and intellectual property rights (IPR) such as registered trademarks and copyrights.


The ACE will provide both CBP and the business community with the tools and the technology necessary to ensure secure supply-chain management.  This will include tools that will provide for: advanced manifesting systems for truck, ocean, rail and air; tracking of intermodal shipment movements and cargo moving in transit (e.g., in-bond, warehouse, Foreign Trade Zone); and enhanced conveyance and transit cargo tracking for shipments from origin to destination, regardless of transportation modes.  Finally, when exports are processed in ACE, CBP will have a complete end-to-end record of cross-border processing and      international supply chain information.

Ultimately, ACE will provide tools to measure and evaluate the effectiveness of selectivity criteria, including tools for data validation, admissibility, entry, manifest, and release processing.  These functions, coupled with account management, will support enhanced compliance program activities, evaluations, and the development of improved processes.

Border Security
The ACE will not just be a system for commercial processing.  The ACE will provide the capability to access data in the international supply chain needed by CBP and other agencies to anticipate, identify, track, and intercept high-risk shipments.  The first ACE e-release process will provide an electronic truck manifest system, filling a void in current enforcement capabilities.  Through ACE, CBP officers will retrieve advance data on shipments crossing Canadian and Mexican borders for use in prescreening and advanced targeting.  Existing enforcement data, coupled with carrier and driver registration systems and expanded manifest data, will provide a consolidated view of shipment risk in near-real-time at the primary inspection booth.  The ACE will also implement links with biometric identification systems.

As a knowledge-based tool, ACE will link people, data, and tools through a targeting system that permits the government to leverage trade information and collaborate with other government agencies to detect and respond to threats; to develop and utilize intelligence; and to conduct investigations.  
The goal is to get the right information, to the right people, at the right time and place, and take the appropriate action.    

Enforcement and compliance selectivity criteria from CBP and ITDS agencies will screen every ACE import and export transaction.  Tools will be provided to create, validate, and maintain selectivity criteria; to manage usage; and to measure performance.  The system will track examination and enforcement results and distribute them immediately to authorized users.  It will extend targeting to cover the vast majority of the cargo and conveyances entering the country.  CBP is now considering the adoption of enforcement, intelligence, and analytical applications used by other law enforcement and intelligence agencies.  Where appropriate, they will be modified to support CBP programs and integrated with ACE and the ACE Secure Data Portal.

One of the critical challenges facing Homeland Security is the secure sharing of enforcement and intelligence information through a common data warehouse with analytical and intelligence tools that will access real-time data, on goods and people in advance of arrival.  
The technology foundation that underlies ACE will support the border passenger and enforcement systems for CBP.

The ACE will facilitate information sharing within CBP and with other agencies.  It will provide a secure channel for officers to communicate over the ACE Secure Data Portal.  This will support the work of officers stationed overseas on the Container Security Initiative (CSI) and the exchange of information globally between law enforcement agencies and international companies operating under the Customs-Trade Partnership Against Terrorism (C-TPAT).  

  
Operational Scenarios 

Outbound Cargo Diversion under Secure Channel  

International Defense (a CBP-designated account), one of the world’s largest defense contractors, is shipping an imported container of arms via a sea carrier to a defense contractor in the United Kingdom (UK) working for the British government.  These arms had been imported into the U.S. three months ago for calibration, and duties were paid upon importation.  International Defense always claims drawback on these transactions to get a refund on the duties paid and files an electronic drawback claim with CBP in order to do so.

International Defense electronically seals the container for export.  This way, the British government will be able to establish whether the container has been opened en route.  Prior to the shipment’s departure, International Defense submits to ACE via the system interface (or ACE Secure Data Portal) all pertinent account export data (including the account’s relevant licenses, permits, and certificates).  The ACE will validate the information, perform edits, and perform the Selectivity Management processes.  The ACE automatically decrements the appropriate licenses and determines for which there is a remaining balance.  Additionally, ACE automatically runs edit checks against restricted parties, crew, and automated manifest information (this information is matched against commodity information and determines whether the shipment is approved for export).  

John, an Inspector from the port of Norfolk, VA, has been reviewing the list of shipments that are scheduled to depart today and, coincidentally, is called by Headquarters informing him that the State Department has information that the International Defense shipment may possibly contain merchandise other than the approved arms.  John researches the system and determines that while everything appears to be all right, he should override the results of the Selectivity Management module, and place a hold on this shipment for inspection.  This automatically opens a tracer, an analytical tool used for selectivity and targeting.  International Defense and its filers may be notified, at the Inspector’s discretion, that a hold has been placed on the shipment. 

John inspects the merchandise and finds that there is no additional merchandise present in the container.  The State Department is notified of the findings and the container is electronically sealed and recorded by John so that the British government may verify that CBP opened the container.  John inputs the findings into a personal digital assistant–type device (PDA), which then closes the tracer, and ACE automatically notifies International Defense that the shipment is satisfactory and the container can be shipped to the UK.  When the vessel leaves, it transmits a departure message to ACE, which automatically fills in the export criteria in order to satisfy the export requirement for the filed drawback.  The State Department is able to verify through its interface with CBP that the shipment has been approved for export and the respective license was decremented successfully.

A year later or after the import entry liquidates, International Defense files an electronic drawback entry for this shipment.  The ACE links the export transaction to the original entry to confirm the final duties paid and provide proof of export.  The drawback entry is successfully processed and International Defense is refunded its duties. 

Trade Enforcement 

Widdle Winks, Inc. is a small, thirty-five year old porcelain doll distribution company that utilizes the northern border to import goods into the U.S. by truck once a month.  Widdle Winks’ broker (account user) pre-files all their transportation and commodity data with CBP five days prior to the shipment’s arrival.  The company has been considered highly compliant; however, the company was just bought by ABCXYZ Trading Co.

When this month’s shipment is filed, ACE automatically runs selectivity on the required pre-filed manifest transportation and commodity data.  There is an intensive criteria hit on ABCXYZ Trading Co., based on an external informant’s report of ABCXYZ’s affiliation with a known terrorist group and possible grenades in shipment, which puts a hold on the shipment and automatically creates a tracer within ACE to track the findings related to this assertion.

As the truck transporting the goods of Widdle Winks, Inc. arrives at the primary booth, Joe, the driver, is unaware that the goods have been targeted for exam.  Joe presents the bar coded documentation to Cynthia the Inspector at the primary booth, which allows Cynthia to pull the information relating to the shipment and the hit from her workstation.  This causes ACE to send an instant message to the secondary booth Inspectors, Roland and Dave, who will access the data and see that the primary Inspector, Cynthia, had just arrived the shipment and directed it to the designated exam location.  

Bearing in mind the selectivity results and prescribed course of action, Roland and Dave share the database information while collaborating on-line with Mike of Department of Transportation (DOT) and Darrell from Bureau of Alcohol, Tobacco, and Firearms (ATF) on conducting an intrusive exam.  Subsequent to the exam, they discover that the cargo does not contain grenades, but consists of porcelain dolls along with metal stands used to prop up the dolls.  Roland sees a symbol engraved on the bottom of the stands, which he recognizes as an established trademark.  Roland records his findings and closes out the issue concerning the grenades in the tracer, but leaves the tracer open, and proceeds to research the potential IPR violation in ACE.

Roland utilizes the research capabilities of ACE to locate the trademark in question and ACE reveals Widdle Winks and ABCXYZ have no prior IPR violations.  Roland inputs the findings in the tracer.  The ACE provides guidance as he drills down to the specific issue at hand.  The ACE provides the option to Roland to route the information to Laroy, an Import Specialist, for verification of the violation.  Roland then pulls a sample and sends it to Laroy for review.  In addition, Roland routes the tracer (containing the consolidated findings and the sample information) to Laroy.    

Two days later, Laroy confirms the violation with the trademark owner, updates the tracer, and notifies Roland via ACE to seize the shipment.  Roland seizes the shipment utilizing information in the tracer to populate Seized Asset and Case Tracking System (SEACATS), and routes the tracer to Marie at Fines, Penalties and Forfeitures (FP&F) along with the seizure.  The closure of the FP&F case in SEACATS will automatically update and close the tracer with the final outcome.

Account Management

Gerry Entwistle is the CBP Account Manager for Blankenkamp Corporation, a machine tool manufacturing company.  Gerry’s ACE Secure Data Portal provides him access to the Internet where he routinely monitors trade publications for the machine tool industry.  He has recently reviewed stories noting the launching of a joint venture in China between Blankenkamp and Tiger Paw Trading to manufacture bearings used in the production of aircraft engine parts.  The ACE Secure Data Portal also includes rulings applicable to this account, which are also available to Blankenkamp.  For example, the portal includes a recent classification ruling on bearings requested by another firm that has potential application for Blankenkamp’s imports.  In the five years that CBP has managed Blankenkamp, the company has moved from an 89% to 96% compliance rate for both imports and exports.  The company has worked closely with Gerry and key port personnel to implement this account’s Action Plan. 

Through the analysis of Blankenkamp’s account activity, Gerry notices that Blankenkamp has begun exporting engine parts to China for assembly as well as importing bearings from the Tiger Paw’s facility through the Port of Los Angeles.  Through an Internet news article, Gerry has become aware that there have been problems with substandard bearings from China that were determined to be the cause of an engine failure that resulted in many injuries.  Gerry realizes that the substandard bearings pose a potential health and safety admissibility issue.  Therefore, in view of the Blankenkamp venture news, Gerry contacts Sam, an Import Specialist from Los Angeles, notifying him that there could be an admissibility issue with Blankenkamp’s imports.  Sam initiates a tracer on this issue by electronically issuing a CF 28 to Blankenkamp to provide additional information on the bearings imported from China.  This exchange is captured in Blankenkamp’s Significant Activity Log.  Blankenkamp informs Sam in response to the request that Tiger Paw Trading bearings had failed to meet Blankenkamp strength specifications in the past.  However, the imported bearings that were deemed substandard were destroyed.

Gerry requests that a sample from the next Blankenkamp shipment of bearings be sent to the lab for strength testing once the shipment arrives in the U.S.  This request is tracked by the tracer and is evidenced in the account’s SAL.  Gerry and Sam collaboratively query ACE manifest transmittals to determine arrival dates for Blankenkamp shipments and determine that a shipment of bearings is due to arrive in Los Angeles from China tomorrow.  The following day a sample is pulled from the shipment, which undergoes testing as planned.  Gerry is notified via the Portal that the bearings fail to meet the specifications and show potentially dangerous deficiencies in the strength tests.  Blankenkamp is notified immediately via the portal about the findings and ordered to redeliver to CBP the shipment of bearings that had been conditionally released.  The tracer and SAL are updated with this information.  Blankenkamp replies that they have decided to destroy this shipment.  The tracer is updated to reflect this transaction’s closure and evidenced in the SAL. 
Selectivity Management and Risk Analysis

Bruce, the Import Specialist in Los Angeles, has become aware through the news and interagency internal communication available on his ACE Secure Data Portal that the domestic steel industry is potentially being impacted by imported steel bars from the Far East.  Steel is a major commodity import at his port, and he supports the steel Import Specialists with research and analysis.  Bruce analyzes, for example, his port’s activities to establish trends, detect anomalies, and help focus resources on those anomalies.  Bruce uses data mining within ACE (including preprogrammed searches and customized queries) to accomplish his job.  He uses ACE to rank risk factors by commodity, country of origin, manufacturer, etc.  A few days later, Bruce’s portal alerts him to the dumping notice issued by Department of Commerce imposing additional tariffs against five companies from three Far East countries for dumping steel bars in the U.S.  This product is known to have been traditionally imported by two companies through the ports of Los Angeles and San Francisco.  

No sooner is Bruce made aware of the dumping notice, that ACE alerts him of a sudden decrease of steel bars into the port of Los Angeles, but there is a spike of similar products not subject to the dumping order by one company.  Bruce wants to confirm these findings and runs a report showing the difference in import patterns by importer, manufacturer, and classification number in his port and other ports of entry.  From his analysis, he is able to determine that one of the two importers of the steel bars, Blue Steel, has now suddenly begun importing steel rods instead of steel bars causing the shift in trade patterns.  Bruce sends this analysis information and attachments to James, the Specialist, via an Automated Criteria Request.

James performs additional analysis of the request via an impact assessment of the potential criteria, as well as a check on existing criteria.  This exercise helps him determine the workload for the particular port given the issue at hand.  James then provides feedback to Bruce.  Based on the feedback, both agree that the criteria are necessary, and thus made active.  The information entered into the Selectivity Management Module allows the Specialist to alert the pertinent import specialists and inspectors at his port, Blue Steel’s National Account Manager and pertinent import specialists at other ports to verify shipments from the companies cited by the order, particularly those of Blue Steel.  James shares his selectivity criteria to involve only those pertinent parties until further analysis can warrant involving the entire nation.  James also continues to monitor the criteria and provide additional feedback.  

Through the portal, he shares his analysis with other CBP personnel, particularly the Specialists in San Francisco and other Specialists nationwide who are able to expand and append to his analysis.  This becomes the basis for a nationwide CBP investigation on dumping compliance.  These efforts enable CBP to detect the non-compliance within days of the Order’s publication and ensure that CBP responds to the situation with a coordinated effort.

The primary objective of Modernization is to improve the effectiveness of CBP, all concerned agencies, and the trade and travel business communities by designing and implementing enhanced operational processes supported by automated systems that get the right information, to the right people, at the right time and place.


 








The ACE Secure Data Portal…





…is a universal “window” or screen, for all system users (CBP, trade and government agencies) into ACE and future Modernization tools.  





Sign in, access the applications needed for your job, and open a window to instantly collaborate with colleagues and partners across the country and around the world.





Navigation is simple, information is relevant, and access is secure.   





As new information is processed – it is almost immediately available at the user's fingertips.





Account management…


…is the first big change ACE will deliver enabling Customs officers to change the way they do their jobs.  





Cross-border transactions and activities of importers, exporters and their service providers will be consolidated and managed in a single screen.  





Complete trade profiles and risk pre-assessments will enable safer, faster, compliant trade.  





All of the parties involved in international trade (importers, exporters, brokers, carriers, shippers, etc.) will eventually be eligible to be classified as an account. 
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(Notional  screen design to demonstrate how ACE might look)





Cargo processing and e-release…





… provide standardized, automated manifests for all modes of transportation, including trucks, at every port of entry. 





Inspectors sign in to one consolidated “screen” on their computer terminal for access to all enforcement and commercial data.  





Electronic Communications devices such as transponders, state-of-the-art security devices, and smartcards or biometrics, help Inspectors focus on sensing and responding to threats at the border.
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Border Security and Enforcement…


…are critical elements of all ACE applications.  





As a knowledge-based tool, ACE permits the government to leverage trade information and collaborate with other government agencies to detect and respond to threats, to develop and utilize intelligence, and to conduct investigations. 








ACE is the system that will support border security programs, like C-TPAT and CSI.





ACE Operational Scenarios 


The following operational scenarios show how specific Customs users may do their jobs using ACE when it is completed and delivered to the field.  The four operational scenarios provided are:


Outbound Cargo Diversion under Secure Channel -- Inspector


Trade Enforcement Management -- Inspector


Account Management -- Account Manager


Selectivity Management of Trade and Risk Analysis -- Field Analyst
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